SG Y TE THANH PHO HO CHI MINH ~ CONG HOA XA HOI CHU NGHIA VIET NAM

BENH VIEN NHI PONG THANH PHO Pic lap - Tw do - Hanh phuc
Sé: /451 /TB-BVNDTP Thémh phé Hé Chi Minh, ngay (3 thangg, ndm 2025

THONG BAO MOI BAO GIA

Bénh vién Nhi Pdng Thanh Phé dang cé ke hoach thye hién Goi thiu “Péu tw hé
théng bio mat va bao mét Co so dir ligu”, Yéu clu ndi dung codng viée tai Phu luc 01.

Kinh @ nghi cac Cong ty/ don vi quan tAm va co kha ndng dap tng tién hanh khao
st giri bdo gid theo mau tai Phu luc 02, dé Bénh vién c6 co s& xdy du toan ciia goi thiu.

Dia diém tiép nhan bso gid:
1. Tén don vi : Bénh vién Nhi Ddng Thanh Phé
2.Diachi :S6 15 V3 Trin Chi, Tan Nhyt, TP. H6 Chi Minh
3.Liénhé : B phan tiép nhan vin ban dén - Bénh vién Nhi Ddng Thanh Pho.
- Dién thoai : (028) 22536688.
- Email : bv.nhidong@tphem.gov.vn
4. Thoi han nhén béo gid: Trong vong 05 ngdy, tir ngdy44/&/2025 dén hét ngay
A9/8/2025.
5. Hinh thicc nhén béo gié: gui bdo gia qua duong buu dién.
Mong nhin dugc sy tham gia ciia Quy cong ty/ don vi/nha cung cap.

Trén trong./.

Noi nhin:
- Ban Giam dbc;
- Cac don vi cung cap;
- Pang website BVNDTP;
- Luu: VT, CNTT.
(KL)




A. YEU CAU THIET BI

WC 01: YEU CAU NOI DUNG CONG VIEC
onil theo théng bdo mdi béo gid ngay 43 /A/2025)

Danh muc hang héa/dich vu

Pvt

S6
lwgng

Pon gid

(VIND)

Thanh tién

(VND)

Thiét bi bdo mit + License

Thiét bj tuong lira ngoai dinh kem ban quyén phén
mém UTP va dich vu ho trg 3 nam.
(Firewall External).

Goi

02

Thiét bi twomg lira trong.
(Firewall Internal).

Goi

02

Ban quyén phin mém ATP & dich vu béo hanh va
hd trg k§ thuét 3 ndm (Cho thiét bi tuong lira trong).
(3 Year Advanced Threat Protection)

Goi

02

II

Bio mat Co s& dir licu

Oracle Database Firewall Va dich vu bao hanh hd
trg k¥ thuét 3 ndm.

- Quéan ly tinh trang bao mét co s¢ dit liéu (Database
Security Posture Management).

- Quan Iy van hanh don gian (Simplified Operational
Management).

- Trién khai Audit Vault.

- Trién khai Database Firewall,

- P4nh gi4 an toan bao mét dinh ky.

- Kiém toan va gidm sdt (Audit and Monitor).
- Ngin chin va bao vé (Prevent and Protect).
- B4o cdo va canh béo (Report and Alert).

Goi

01

Téng cong (dd bao gdm thué va cic chi phi khéc (néu c6))

(Béing chit:.....)./.

B. YEEU CAU KY THUAT:

Thiét bi bdo mit + License

Thiét bi twomg Liva ngoai dinh kém bin quyén phﬁin mém UTP va dich va hd trg 3 nim

(Firewall External)

11

Niing Iwe thiét bi ti thiéu bit bujc

Kiéu dang kich thude

Rack Mount, <1 RU




2 | Thong lugng Firewall > 68 Gbps

3 | Théng luong IPS > 12 Gbps

4 | Thong lugng Threat Prevention | > 10 Gbps

5 | S6 lwong phién két ndi ddng thoi | > 7.800.000 phién

6 | S8 luong phién két ndi méi/gidy | > 500.000 phién

7 | Thong lugng IPsec VPN > 50 Gbps

8 | Thong lugng SSL/TLS | = 9 Gbps
Inspection

9 | B6 nhd luu trit >2 6 cling 240 GB

10 | Cong két ndi > 4 cbng 25GE SFP28
> 4 cbng 10GE SFP+
> 8 cong GE SFP
> 16 cdng GE RJ45
11 | S6 lugng Firewall 4o tich hop | 10/50
san co trong ban quyén cho phép
va kha ning mo rdng
12 | Ngudn dién C6 it nhat 2 b ngudn ¢6 tinh ning du phong
13 | Tinh san sang Hb co ché HA (Active-Active, Active-Passive, Clustering) va
cho phép HA giita cac Tuong ltra do trong Cluster.
1.2 | Céc tinh niing hd trg bt bude
14 | Kién trtic phan ctng C6 kién tric phin cimg vdi chip xir 1y song song hodc da
nhédn, ddm bdo hiéu nidng cao dé phuc vu dong thoi Firewall va
SD-WAN
15 | Céc tinh ning SD-WAN H3 trg tinh ning Apps Control Paths: hon 3000 tmg dung

SLA Health Check theo c4c théng s Latency, Jitter va Packet
Loss

HG trg Auto Discovery VPN (ADVPN): ty dong thiét 1ap
Tunnel két ndi gifta cac Spoke trong kicn trac Hub va Spoke.
HO tro thict 1ap ket noi shortcut gitta cdc Spoke nam sau 16p
NAT.

H3 tro link load balancing cho céc két ndi Internet




Monitoring, Report tdp trung tir hé théng quan 1y trung tAm

16

Céc tinh ning kiém sodt Ung
dung (Application Control)

13 tro nhan dién hon 5000 tmg dung theo it nhat 15 chi dé
(category) khéac nhau.

HS trg tinh ning First Packet Identification, Deep Packet
Inspection d& hd trg nhan dang tmg dung.

HJ tro kidm soat timg tGng dung theo hanh vi, chu d&, muc do
phd bién, céng nghé, rii ro, nha cung cép, giao thirc

17

Céc tinh nang bao mét IPS

H3 tro tdi thidu 10,000 IPS signature

H3 tro phét hién giao thiic bt thudmg, ngudng bét thudng, tu
dinh nghia signature

Hb tro ding phuong thirc phét hién: protocol decoder- based,
anomaly-based protection, heuristic-based analysis hodc
behavioral patterns

H3 tro cac cach hanh xir IPS: hanh dong mdc dinh (default),
gidm sét (monitor), ngin chin (block), khéi tao lai (reset) hodc
céch ly (quarantine)

H3 tro trién khai & ché d6: Transparent, In-line, Span mode.

H& tro kha ning ngan chin tan cong zero-day threats

18

Céc tinh ning Anti-
Malware/Anti-Virus

Ngin chin IP Botnet Server v6i Co s& dit liéu IP Reputation

Loc virus thong qua céc giao thirc va dang file sau:

- H3 trg HTTP, FTP, IMAP, POP3, SMTP, NNTP, MAPI,
CIFS va SSH

- Phat hién dit liéu ma héa v&i SSL Inspection

H3 tro Al va Sandbox @& phat hién cdc Virus/Malware nang
cao

19

Cé4c tinh ning Web va DNS
Filtering

Hb tro tbi thiéu 3 ché @6 kiém tra loc web: Proxy, Flow va
DNS.

Co ché loc web ty dong véi co s& dit liéu phén loai web theo
thoi gian thyc: t6i thidu 250 triéu URL dugc danh gid vao 60
chu @8 (category) web véi 60 ngdn nglt

C6 tinh ning chin, loc DNS request tir botnet Cé&C domain




20

Tinh ndng G& bo ndi dung doc
hai  (Content Disarm &
Reconstruct - CDR)

Thiét bi phai tich hop tinh ning tu dong loai bo ndi dung nguy
hlem (macro, script 4n...) trong file véin ban, PDF, zip...va tdi
cAu trac file an toan dé dam bao ngudi dung tai vé khong bi
nhiém ma doc —hoat dong doc lap tai gateway, khong yéu ciu
cai phin mém trén thiét bi dAu cubi.

21 | Tinh ndng phin tich file dang H(“g trg gt tép tin dén Cloud Sandbox dé thuc hién phat hién
ngd qua Cloud Sandbox mdi de doa ning cao, phén tich céc t€p tin va URL trong mbi
trudng ddm mady, ang dung k¥ thuét phan tich hanh vi va hoc
may dé nhan dién cdc mdi de doa chua duge biét.
HS trg cung cép kha ning bao vé dang Inline dbi voi cac méi
de doa chua dugc biét dén hoiic zero-day - giit tap tin lai tbi da
50 gidy dé cho két qua phan tich, va dua trén két qua do, tap
tin s& duge chin hoic tiép tuc dugc tr uyén di.
22 | Tinh ning Mobile Malware | Thiét bj phai tich hop kha ning phat hién va chin cac mdi de
Prevention doa ma doc dbi voi thiét bi di dong, sir dung co ché phat hién
dua trén ddu higu da nhén biét (signature-based) va phén tich
hanh vi nhim bao vé thiét bi va ngén ngtlra ro ri dit li¢u.
1.3 | Ban quyén phin mém & Bao hanh, dich vu hd trg ky thuit
23 | Ban quyén phén mém & Bio | Ban quyén ddy du cho céc tinh ning IPS, Advanced Malware
hanh, dich vu ho tro k¥ thuét Protection, Application Control, Web & Video Filtering,
Antispam, Mobile Malware, Content Disarm & Reconstruct,
Cloud Sandbox trong 03 nam.
Dich vu béo hanh phén cling va ho tro k¥ thudt dap tng SLA
24x7 cla hang san xuat trong 03 nam.
2 | Thiét bi twdng lira trong (Firewall Internal)
2.1 | Ning lwe thiét bi toi thiéu bit bude
1 | Kiéu dang kich thude Rack Mount, < 1RU
2 | Théng lugng Firewall > 68 Gbps
3 | Théng lugng IPS > 12 Gbps
4 | Thong luong Threat Prevention | > 10 Gbps
5 | S6 lugng phién két ndi ddng thdi | > 7.800.000 phién
6 | S6 lugng phién két nbi méi/gidy | > 500.000 phién
7 | Thong lugng IPsec VPN > 50 Gbps
8 | Théng lugng SSL/TLS | > 9 Gbps

Inspection
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9 | B6 nhd luu trit >2 8 cting 240 GB

10 | Cbng két ndi > 4 cbng 25GE SFP28
> 4 cbng 10GE SFP+
> 8 cbng GE SFP
> 16 cdng GE RJ45

11 | Sé lwong Firewall o tich hop | 10/50

sén c6 trong ban quyén cho phép
va kha ndng m& rong

12 | Ngudn dién C6 it nhét 2 bd ngudn cé tinh ning du phong

13 | Tinh sin sang H3 co ché HA (Active-Active, Active-Passive, Clustering) va
cho phép HA gifta cdc Tuong lta 4o trong Cluster.

2.2 | Cic tinh ning hd tro bit bude

14 | Kién tric phéan cting C6 kién trac phin cing voi chip xir Iy song song hodc da
nhén, dam bao hiéu ning cao dé phyc vy dbng thoi Firewall va
SD-WAN

15 | C4c tinh nang SD-WAN H3 tro tinh ning Apps Control Paths: hon 3000 tng dung
SLA Health Check theo céc thong s6 Latency, Jitter va Packet
Loss
Hb tro Auto Discovery VPN (ADVPN) tw dong thiét lap
Tunnel ket nbi glua cac Spoke trong kién triic Hub va Spoke.
H6 tro thibt 1ap két ndi shortcut gitta cac Spoke ndm sau 16p
NAT.
HB3 tro link load balancing cho céc két ndi Internet
Monitoring, Report tip trung tir hé théng quan ly trung tAm

16 | Cac tinh ning kidm so4t tng | HS trg nhan dign hon 5000 Gng dung theo it nhét 15 chi d&

dung (Application Control)

(category) khéc nhau.

H3 tro tinh ning First Packet Identification, Deep Packet
Inspection dé hd trg nhén dang tmg dung.

H3 trg kiém sodt ting tng dung theo hanh vi, chi de, mirc do
phd bién, cong nghé, rii ro, nha cung clp, giao thitc




17

Céc tinh ning bao mat IPS

H3 tro t6i thidu 10,000 IPS signature

H3 tro phat hién giao thiic bt thuong, ngudng bit thudng, tu
dinh nghia signature

HJ trg dung phuong thitc phét hién: protocol decoder-based,
anomaly-based protection, heuristic-based analysis hodc
behavioral patterns

HB tro cac cach hanh xi IPS: hanh déng mic dinh (default),
gidm sat (monitor), ngén chan (block), khoi tao lai (reset) hodc
cach ly (quarantine)

HO tro trién khai & ché d6: Transparent, In-line, Span mode.

HJ tro kha ning ngin chiin tin cong zero-day threats

18

Céc tinh nang Anti-

Malware/Anti-Virus

Ngin chin IP Botnet Server vai Co sé dit liéu IP Reputation

Loc virus thong qua céc giao thirc va dang file sau:

- H3 trg HTTP, FTP, IMAP, POP3, SMTP, NNTP, MAPI,
CIFS va SSH

- Phat hién dit liéu m& hoa voi SSL Inspection

H3 tro AI va Sandbox dé phét hién cdc Virus/Malware ning
cao

19

Tinh ning G& bd ndi dung ddc
hai  (Content Disarm &
Reconstruct - CDR)

Thiét bi phai tich hop tinh ning tu ddng loai bd ndi dung nguy
hiém (macro, script an...) trong file vin ban, PDF, zip...va téi
cAu trac file an toan d& dam bao nguoi ding tai vé khong bi
nhi®m ma ddc — hoat dong doc 1ap tai gateway, khong yéu ciu
cai phdn mém trén thiét bi dau cudi.

20

Tinh nang phin tich file déng
ngo qua Cloud Sandbox

Hb tro giri tép tin dén Cloud Sandbox dé thuc hién phat hién
mdi de doa nng cao, phan tich céc tép tin va URL trong moi
trudng ddm méy, ang dung k¥ thudt phén tich hanh vi va hoc
méy dé nhén dién cac mbi de doa chua dugc biét,

H5 trg cung cip kha  néng bao v¢ dang Inline ddi v6i cac mbi
de doa chua dugc biét dén hoic zero-day - giit tap tin lai tbi da
50 gidy dé chd két qua phan tich, va dua trén két qua do, tap
tin s& duge chin hodc tiép tuc duoc truyén di.

21

Tinh néng Mobile Malware

Prevention

Thiét bi phai tich hop kha nang phat hién va chin cac méi de
doa ma ddc dbi véi thiét bi di dong, str dung co ché phat hién
dya trén ddu hiéu da nhan biét (signature-based) va phén tich
hanh vi nhdm bao vé thiét bj va ngén ngura 1o i dit lidu.
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Bén quyén phin mém ATP & dich vu bio hanh va hb tro ky thuit 3 nim (cho

22

Ban quyén phin mém & Béo
hanh, dich vu ho tro k§ thuft

Bén quyén ddy di cho cée tinh ning IPS, Advanced Malware
Protection, Application Control, Mobile Malware, Content
Disarm & Reconstruct, Cloud Sandbox trong 03 ndm. Dich vu
bao hanh phén cing va hd trg k§ thuét dap Gng SLA 24x7 cia
hang s&n xuét trong 03 nam.

II.

Bao mit Co s dit liéu

Céc tinh ning hd trg bit buje

Quan ly tinh trang bao mat co s&
dit lidu (Database Security
Posture Management)

Dénh gi4 va phét hién dit lidu nhay cam, danh giad mac do bao
\( va glam sat nguou truy cép.
Cung c¢Ap c4i nhin tong quan, don giin héa vé cac danh gid
bdo mhit co s& dit liu va cdc rdi ro lién quan.
X4c dinh céc 15 hdng va ting cudng kha ning phong thu.

Kiém toidn va gidm sit (Audit
and Monitor)

Thu thép va hop nhit dit ligu kiém todn tir nhiéu ngudn: Co s
dit lidu (Oracle Database, Microsoft SQL Server, SAP Sybase,
IBM DB2 for LUW, MySQL), hé diéu hanh (Linux, IBM
AIX, Oracle Solaris, Microsoft Windows), dich vy thu muc
(Microsoft Active Directory), hé théng tép tin va dit liéu kiém
toan tiry chinh.

Giam sat hoat dong co s& dit liéu theo thoi gian thye @& phan
tmg nhanh chéng véi céc sy kign bao mét.

Phét hién va ngin chin cdc cubc tAn céng SQL Injection va
cé4c hoat dong trai phép.

Theo d&i sy thay dbi cua cac thu tuc luu trit (stored
procedures) va quan ly quyén truy cap ciia nguoi ding,

Béo cdo va canh bao (Report and
Alert)

Cung cp céc béo cdo mic dinh va tiy chinh cho cdc quy dinh
tuan tht nhu GDPR, PCI DSS, HIPAA, SOX.

Kha ning tao béo céo dang PDEF/Excel

10 tro phan tich phap y (forensic analysis) va didu tra su cb

5 I A & r ‘A s A ¥ A
Tao canh bio dya trén quy tdc cho cac sy kién kiém toan va
giri théng bao

Ngin chin va bao vé (Prevent
and Protect)

Tudng lira co s& dit lidu da ting kiém tra luu lugng SQL aé
phét hién va tiry chon chin céc SQL trdi phép.

Thyc thi dudng din déng tin cly (trusted path enforcement)
dén co s& dit litu dua trén ngudi ding OS, chuong trinh




client, IP client va danh muc SQL

Céng cu chinh sdch manh m& phat hién truy cép tri phép vao
cac bang nhay cam

Quan ly vin hanh don gian
(Simplified Operational
Management)

Trién khai du6i dang thiét bi phin mém (software appliance).

Quén ly tap trung trién khai AVDF véi bio mat nhing.

Kién tric cé kha ning md rdng cao véi tinh sén sang cao
(High Availability) va phuc hoi thim hoa (Disaster Recovery)

HB tro thu thip ban ghi kiém toin khéng cén tdc nhan
(agentless) cho Oracle va Microsoft SQL Server

Dich vu trién khai

Trién khai Audit Vault

Cai dat server Audit Vault

Tao cdc user quan ly Audit Vault

Cai dat Audit Vault agent trén cidc DB server

Ping ki may chti Database véi Audit Vault va kich hoat

Kich hoat tinh néng audit trén Database

Tao User trén Database cho viéc thu thdp Audit data

Cai dat Audit Vault agent trén cac DB server

Céu hinh thu thdp thong tin audit trail trén cdc Database
Target

Thuec hién dinh nghia va bat Unified Auditing

Khi tao cac chinh sach unified auditing

Quan i dit liéu Audit tir cdc Target Database

Chu }}inh cac canh bao chu dong theo ddi cdc hoat dong trén
hé thong CSDL

CAu hinh céc report lich st cdc hoat déng hoat dong Database

CAu hinh theo d&i hoat déng Database Firewall

Tai liéu cai ddt, hudng dung str dung

Trién khai Database Firewall

Cai dat server Database Firewall




Tao céc user quan ly Database Firewall

Ping ki Database Firewall v6i Audit Vault va céu hinh Proxy

CAu hinh cac Database vdi Database Firewall

C4u hinh céc chinh sich canh bdo trén Database Firewall vé
cdc hoat d6ng nguy hiém trén Database

CAu hinh céc report vé phan quyén, hoat dong,... trén céc
Database

CAu hinh d& ngin chin cac hoat dong bét thuong trude khi dén
Database

CAu hinh ngin chin nhilmg connection, application, IP,..
khéng cho phép va duge phép két ndi dén Database

C4u hinh phén quyén cho nhém nguoi ding ¢o thé thye hién
nhiing hoat dong gy tdn hai dén data ctia Database

C#u hinh phan quyén cho nhém nguoi dung khong thé thuc
hién nhfing hoat déng gay tdn hai dén data cfla Database

Tai liéu cai d4t, hudng dung st dung

Pénh gi4 an toan bio mit dinh
ky

Pénh gid an todn théng tin tai khodn ngudi dung

Déanh gi4 cip phat quyén vA céc role trén hé théng CSDL
Oracle

Pénh gid quan 1y truy cip vao hé thong

Danh gi4 kiém soét truy cap fine-grained access

Pénh gia hoat dong theo ddi ngudi dung

Panh gi4 mc d6 mé hoa dit ligu.

Dénh gia lam dung quyén va khé nang leo thang.

Dénh gi4 kha niing bao vé tdp tin va céc data files.

Déanh gi4 an toan bao mat Oracle Net

Panh gia céc thong s6 Oracle Database

Déanh gid bao mét Data Dictionary

Dénh gid cdu hinh an toan bao mét CSDL




Pénh gié cac thong s6 bao mét trén hé diéu hanh cia CSDL
Oracle

Phan tich bdo cdo cac van dé an toan bado mét

Danh gid kha nidng xAm nhdp tir bén ngoai

Dénh gid kha ndng xdm nhdp tir bén trong

Tu véan cdc gidi phdp an toan bao mét phi hop, gitp ngin chin
cac van dé co the xay ra.

Dénh gié céc 16 héng bao mit va khuyén cdo céc ban va.

Béo céo phan tich va khuyén nghi.

Bao hanh va dich vu di kém

Bén quyén phin mém

03 nam v&i ddy di céac tinh nang va cac ban cdp nhét

Bao hanh, dich vu hé tro k¥ thuat

Dich vu bao hanh phin ciing va hd trg k§ thuat dap ing SLA
24x7 trong 03 ndm.




PHU LUC 02: MAU BAO GIA DICH VU
(Kem theo théng b4o mdi béo gid ngay g /£/2025)

TEN PON VI CUNG CAP CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phiic
...... , Ngay.....thang... ...nam 2025
BANG BAO GIA
Kinh gri: Bénh vién Nhi Bdng Thanh Phd

TR IO KL% a1 e, 55 s 560 i S5 g w8 BT 8T Wi a0 o i s e o BN RS A 9 e e s E i 0 ey ks
DA G s oo oo b oaviss s soonthiss Vb py s SUERAE b EHmisixs i 4 S5 SRV I AT S skt
Gidy phép kinh doanh $8...........cccoviverinn GUOC CAP DB vvvvvveveiieeeeeeiii e

Cin ot thong béo mdi bao gid ctia Bénh vién Nhi Ddng Thanh Phé va khi ning
CURE CAP CUA CONG LY. evveviireiunivnsrusernsreinnieiiionienan , chling ti xin gui t¢i quy Bénh vién
béo gia cho “Dau tu hé thong bao mét va bao mét Co s¢ dit liéu” nhu sau:

Dvt: dong

Stt Danh muc dich vu Dvt | S6 | Don gid Thanh Thoi gian
liong tién thwe hién
) 2) G| @ () (6=4*5) ()
01| - 36 thang
Téng cong sau thué

Béo gia cé hiéu lyc th ngay.....

Pai dién hop phép ciia don vi bdo gid



